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Abstract: Climate change (CC) is one of the most challenging issues ever faced, as it affects every
system worldwide at any scale. Urban areas are not an exception. Extreme weather-related events
have seriously affected urban areas in recent years, and they have a significant impact on the welfare
of people. According to UN projections, by 2050 more than 68% of the world’s population could be
concentrated in urban areas. Additionally, daily life in urban areas is highly dependent on certain
critical services and products provided by critical infrastructures (CIs). Therefore, it is especially
relevant to understand how CC affects urban CIs in order to develop mechanisms to improve their
capacity to handle crises derived from CC. In this context, resilience-based strategies provide a holistic
approach, considering both predictable and unpredictable threats. This paper proposes a guide for
assessing and enhancing the resilience level of cities against CC, considering urban CIs as key agents
in improving the city’s capacity to face and recover from CC-related crises. The guide was developed
through a co-creation process in which two cities in the Basque Country (Spain) worked together
with CI providers and other relevant stakeholders in the resilience-building process. The resulting
guide is to be used by city stakeholders at a strategic level, providing them with: (1) a qualitative
assessment of the city’s current resilience level in the CC context; (2) better knowledge about urban
CI sectors, their interdependency relationships and the chain of impacts due to cascading effects in
the short, medium and in the long term and; (3) a set of policies that enhance city resilience.

Keywords: urban resilience; critical infrastructures; interdependency analysis; climate change;
assessment methodology; guide; co-creation process

1. Introduction

The latest scientific evidence attests to the fact that climate change (CC) is a reality and one of
the biggest challenges that societies will ever have to face. Projected climate scenarios for the next
30 years pointed out in the last IPCC report highlight the seriousness of the foreseen impacts and
demand urgent action be taken to slow down the effects of CC and, at the same time, face its impacts [1].
Some of the impacts that are already visible are the rising sea levels, the diminishing of Artic sea ice or
more extreme weather events (in terms of an increase in the frequency and intensity of the extreme
events and in the likelihood of extremely hot days and nights) [2].

In this sense, CC entails a massive challenge on a global scale that must be treated in a crosscutting
manner. CC hazard affects all social, urban and ecological systems at any scale, being critical for
urban environments. According to the most recent World Urbanization Prospects report put out by
the United Nations (2018) [3], more than 68% of the world’s population will be living in urban areas
by 2050. In this way, in European cities CC is considered to be the biggest threat to sustainability,
conditioning the improvement of citizens’ quality of life and economic competitiveness [4]. Therefore,
taking actions against CC will be a priority in city agendas for the next 10 years.
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The fight against the consequences of CC has been gaining relevance in the last three decades,
and countries all over the world are taking action against CC impacts [5–8]. On the one hand, they adopt
mitigation strategies with the aim of reducing greenhouse gases emissions, and on the other hand,
they develop adaptation strategies in order to adjust to the current and projected future effects of
CC. The standard approach to planning for climate adaptation relies on using predictions based on
CC projections as the basis to identify measures for prevention. Moreover, by focusing on specific
impacts, CC adaptation approaches may not consider other indirect effects or long-term stresses [9].
Nevertheless, recent studies demonstrate there is uncertainty associated with CC projections [1],
as climate conditions are becoming increasingly variable and dynamic. This high degree of uncertainty
requires new strategies that consider the dynamics of the threats. In this sense, traditional risk
management-based approaches are not enough to deal with CC impacts.

Moreover, this context is challenging since urban areas have become more and more complex
consisting of an extensive network of people, infrastructures and services that are strongly
interconnected. In particular, the welfare of these urban areas is highly dependent on the proper
functioning of critical infrastructures (CIs). In general, CIs are those systems and companies that
provide essential services that underpin, maintain and sustain vital societal functions on which societies’
wellbeing relies, for example: energy, health, food, water or order and safety [10,11]. CIs have adopted
the technological advances to ensure a high level of reliability and safety, and by doing so, they have
also grown in size and complexity. However, this growth has also increased their vulnerability and
their degree of interdependency [12].

CC affects CIs in the form of acute shocks and long-term stressors causing both direct and indirect
impacts due to the interdependencies [13,14]. In this sense, the failure of CIs in urban areas can have
dramatic consequences for citizens. For example, hurricanes Katrina, Sandy and Harvey seriously
affected the cities of New Orleans, New York and Houston in 2005, 2012 and 2017, respectively. Those
events led to large crises and caused enormous damage to urban CIs and therefore to society [15] by
affecting, for example, the energy and communications supply or the transportation infrastructure and
services, such as the underground [16]. As CIs provide essential services in city functioning and the
wellbeing of the citizens, they should be taken into account in cities’ CC strategies.

In this context, cities are increasingly using resilience strategies in dealing with CC because they
take a holistic approach and consider both expected and unexpected events. This holistic approach
also complements other mitigation and adaptation strategies [17]. However, resilience is a broad and
complex concept that is often difficult to operationalise [18]. In an urban context, that complexity is
even greater due to the diversity of stakeholders and areas involved in the process of building resilience.

This paper proposes a guide to help cities to bring resilience into action by considering urban CIs
as key agents in facing CC-related crises and maintaining citizens’ welfare. The guide was developed
through a co-creation process and with the active involvement of two cities in the Basque Country
(Spain). A multidisciplinary group consisting of experts from the two cities and in areas such as energy,
communications, health, water, social issues and crisis management worked together. Having all the
agents participate from the early stages of the process increased their trust and their commitment to
the results, which will ensure a more effective development of the city resilience strategies.

2. State of the Art

The concept of resilience has been widely discussed in the literature in many fields, from
ecology to engineering [19,20]. There are two main perspectives on resilience. One of them is
based on the equilibrium paradigm, that is, the capacity of a system to restore its previous state of
equilibrium after a disaster, recognising the possibility of different equilibrium conditions achievable
after potential disruptions [21]. The second perspective adopts a more evolutionary, dynamic and
inclusive perspective, in which resilience is defined as the system capacity to adapt and adjust to
changes, both internal and external [22–24]. The system’s capacity to adapt to uncertainty is the key
element in this second perspective.



Sustainability 2019, 11, 4727 3 of 19

Regarding CIs, several approaches and proposals for building CI resilience can be found in the
literature [25]. Many of them focus on technical attributes such as the robustness of the physical
assets or their redundancy level [26,27], or they adopt a risk management approach and consider the
system’s behaviour in terms of a specific risk [28–30]. Others instead emphasise the organisational
perspective, focusing on the sociotechnical attributes of CIs rather than on technical aspects [31,32].
Other frameworks recognise the importance of both technical and organisational aspects, taking into
account the internal and the external limits of the CIs [33]. Regarding CC hazard, CI frameworks must
consider different timescales, short, medium and long term, and the ability to deal with crises to ensure
the continuity of service and be able to improve and innovate [34].

Urban CIs form complex and strongly interconnected networks that are affected by CC
impacts [35–37]. In this sense, interdependency relationship analysis among CIs is a cornerstone for a
reliable, safe and secure CIs system operation that ensures the critical services, even in the case of major
disruption, as interdependencies are the cause of many indirect impacts and cascading effects [38,39].
Furthermore, interdependencies among CIs can be determinant for the recovery phase of a crisis and
must be taken into account [40,41].

In 2014, the IPCC defined resilience in the field of CC as “the capacity of social, economic
and environmental systems to cope with a hazardous event or trend or disturbance, responding or
reorganising in ways that maintain the essential function, identity and structure while also maintaining
the capacity for adaptation, learning and transformation” [42]. This definition is influencing how cities
are adopting their resilience strategies against CC. In this context, resilience is strongly linked to disaster
risk reduction, vulnerability reduction and sustainable development [43,44]. In fact, sustainability and
resilience approaches are often compared in the CC domain as they share the adoption of a dynamic
systems approach, which considers the intrinsic complexity due to the interconnectedness among the
different parts of the system and takes into account the long-term influence in a holistic manner [45,46].

With regard to cities, urban systems are adopting resilience strategies to deal with both acute
shocks and chronic stresses. Resilience-based strategies are being applied to face global hazards as
CC in the crisis management field or in urban planning [43], being a central driver providing a more
comprehensive, multidisciplinary perspective and establishing collaborations among different agents
to improve social welfare in cities [47]. The literature offers different definitions of and approaches
to city and urban resilience. Some of them focus on a city’s capacity to face crises, in terms of
appropriate resources and capacities to minimise the negative effects of the crises [48,49]. Others
highlight the relevance of institutional strength, like having a central government, private companies
and non-governmental institutions that have the ability to anticipate and respond to events [50].
Meerow (2016) proposes a definition of urban resilience based on the dynamic behaviour of the urban
system in facing disturbance and its adaptive capacity to manage in a changing environment [51].

Initiatives such as 100 Resilient Cities are also helping cities to become better prepared against
disasters by providing them with technical support and resources to help them to develop and set up
resilience strategies [52]. Such initiatives propose a resilience framework based on four fundamental
dimensions: (1) health and wellbeing, (2) leadership and strategy, (3) infrastructure and environment
and (4) economy and society.

Other tools and methodologies are being developed to help cities and their infrastructures to face
current global challenges, including CC, from a resilience approach [53–55] and from risk assessment
approaches, focusing on vulnerability analyses in light of previously identified CC-related risks [56].

All these frameworks and methods recognise the importance of critical infrastructures on city
resilience. In this sense, the city resilience level depends, to a large extent, on the resilience level of
its CI, which in turn depends on the resilience level of other CIs, given their interdependences [57].
Although many studies have analysed urban CI interdependency, they often focus on a specific CI and
the effect an extreme weather-related event has on it [58], lacking a more holistic analysis which takes
into account the whole urban CI network in the context of CC.
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This paper proposes a guide to help cities to bring resilience into action by considering urban CIs
as key agents to cope with CC-related crises and maintain citizens’ welfare.

3. Methodology

The objective of this research was to develop a guide to help cities to improve their resilience level
against CC taking into account their urban CIs. Figure 1 shows the overall research methodology used
in the research, which consisted of two phases: the conceptualization phase and development phase.
The outcomes obtained in each phase contributed to the development of the resulting resilience guide.
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Figure 1. Methodology of the research.

In the conceptualisation phase, a literature review was carried out with the aim of establishing
the theoretical bases for the future guide. Two objectives were set for this first phase of the research:
(1) identify the resilience dimensions and (2) understand how CC affects CIs. In this sense, scientific
and grey literature articles and reports were analysed to get as wide a view as possible about the
resilience frameworks related to CC and CIs.

In the development phase (see Figure 1), as the active participation of all the relevant stakeholders
is essential to elaborate a strategy for increasing the resilience of urban CI, a co-creation approach was
adopted [59]. This ensures that all the information, perspectives and needs are being considered in the
resulting guide, increasing the success of the resilience strategy [18]. In this sense, co-creation processes
are effective methods for integrating experts’ fragmented knowledge and delivering insights into the
resilience-building process. In addition, co-creation processes ensure that the strategies are created
specifically for the needs of the end users [60]. Focus group discussions are effective for exploratory
studies and for observing diverse experiences and perspectives and building consensus among experts
on a topic of study [61].

In this research, the focus group method was used to elicit information about improving the
resilience of urban CIs in the face of CC from experts in two cities (two workshops in each city). As a
result of the first two focus group sessions (W1 and W2) the resilience building policies for improving
urban CIs resilience level were identified. In the next two workshops (W3 and W4), a more focused
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analysis regarding CIs was carried out, getting as a result the classification of the CIs against CC
impacts and the interrelationships among CIs and their cascading effects.

Finally, two pilot tests (one in each city) were carried out to review the guide and use it in a real
context. Below, a more detailed explanation about the execution of these focus group sessions and
pilot tests is given.

This research was carried out within the context of the Basque Climate Change Strategy-Klima
2050. In this sense, two urban areas in the Basque Country actively contributed to the development of
the guide: one is the capital of a Basque province and the other is a smaller town. These two cases
were selected to characterise most of the Basque councils’ reality in terms of the following criteria: size,
number of citizens, level of commitment in confronting CC, and CC impacts.

Thirty multidisciplinary experts from both cities participated in this co-creation process by
providing the strategic, operational and tactical background. In this sense, participation was broad
with the involvement of the potential end users, namely the city councils, and other actors from the CI
sectors. Table 1 shows the affiliation and area of expertise of the 30 experts who actively participated in
the overall co-creation process, that is, in the focus groups and the pilots.

Table 1. Panel of experts by affiliation and area of knowledge.

AFFILIATION AREA OF KNOWLEDGE (Number of Experts)

City Council (Cities 1 and 2) Environment and climate change adaptation (4)

City Council (Cities 1 and 2) Urban infrastructure maintenance (3)

City Council (City 1) Strategy development (2)

City Council (City 2) Social issues (1)

Osakidetza (Basque Country’s public health service) Health (4)

Basque water agency.
Provincial water agency.

Aguas del Añarbe.
Water (3)

REE.
Iberdrola Energy (electricity) (3)

DonostiTIK ICT (1)

Municipal police (City 2).
Ertzaintza (Basque Country’s police force) Safety and order (3)

Provincial council’s firefighters First responders (1)

DYA.
Red Cross.

Civil Protection.
First responders (volunteers) (5)

In the focus group sessions, the conceptual framework showed in Figure 2 was used for the
analysis of the effect of CC on urban CI systems and, as a result, on the society.

The focus groups worked over a series of four workshops, two in each city. In the workshops,
they worked with CC-related crisis scenarios based on the CC impacts identified in the previous phase
of the research (conceptualization phase).

First, the capacity of the cities to cope with those CC-related crises was analysed. To that aim,
two workshops (W1 and W2) were organized, one in each city. The objective of these workshops was to
identify the policies that are most relevant in enhancing urban CI resilience against CC by considering
the capacity of the city to cope with big crises.



Sustainability 2019, 11, 4727 6 of 19
Sustainability 2019, 11, x FOR PEER REVIEW 6 of 18 

 
Figure 2. Conceptual framework for the analysis of the effect of climate change (CC) on cities. 

The focus groups worked over a series of four workshops, two in each city. In the workshops, 
they worked with CC-related crisis scenarios based on the CC impacts identified in the previous 
phase of the research (conceptualization phase). 

First, the capacity of the cities to cope with those CC-related crises was analysed. To that aim, 
two workshops (W1 and W2) were organized, one in each city. The objective of these workshops was 
to identify the policies that are most relevant in enhancing urban CI resilience against CC by 
considering the capacity of the city to cope with big crises. 

Once the resilience-building policies were identified, the analysis focused on the effect of CC on 
the urban CI system, the interdependency relationships among the CIs, and the consequences of such 
interdependencies in the society. With that aim, two more workshops were organised (W3 and W4). 
The focus group had the objective of analysing how CIs that are affected in CC-related crises affect 
other CIs due to their interdependencies and how this in turn affects society. 

In the workshops, the participants identified current experiences and best practices related to 
crises resolution and to the management of CI interdependency. Moreover, they reflected on the 
difficulties and main barriers to the operationalisation of the resilience strategies. 

The outcomes of the four workshops were: 

• W1, W2, W3 and W4: a list of policies for improving city resilience against CC. 
• W3 and W4: a classification of CI sectors by criticality against CC impacts, a CI interdependency 

matrix and the chain of socio-economic impacts to the society due to cascading effects. 

Additionally, the process itself reported benefits, such as the creation of a collaborative 
environment for constructive partnership, learning and trust among the participants. 

Once a preliminary version of the guide was created, based on the insights obtained during the 
focus group sessions and the literature review, it was pilot-tested with the two cities participating in 
the project, since they are to be the final users of the methodology. These cities had the opportunity 
to review the guide and use it to carry out a self-assessment of their resilience level. This allowed 
them to obtain a qualitative assessment of their capacities to deal with CC-related crises based on the 
tools proposed in the guide. This assessment provided the cities with a diagnosis of how resilient 
they were and what could be done to improve their resilience. 

After the self-assessment, several interviews with the cities’ personnel were carried out with the 
objective of analysing important aspects of the guide with regard to its degree of eligibility, its 
usefulness and its user-friendliness. In this sense, technicians of the environmental department of the 
two cities involved in the development phase were interviewed to get information about the process 
itself and about the resulting guide. Moreover, additional interviews with the heads of the 
environmental departments of eight towns which had not participated in the development phase 
were carried out. The information gathered was used to improve the guide. 

Figure 2. Conceptual framework for the analysis of the effect of climate change (CC) on cities.

Once the resilience-building policies were identified, the analysis focused on the effect of CC on
the urban CI system, the interdependency relationships among the CIs, and the consequences of such
interdependencies in the society. With that aim, two more workshops were organised (W3 and W4).
The focus group had the objective of analysing how CIs that are affected in CC-related crises affect
other CIs due to their interdependencies and how this in turn affects society.

In the workshops, the participants identified current experiences and best practices related to
crises resolution and to the management of CI interdependency. Moreover, they reflected on the
difficulties and main barriers to the operationalisation of the resilience strategies.

The outcomes of the four workshops were:

• W1, W2, W3 and W4: a list of policies for improving city resilience against CC.
• W3 and W4: a classification of CI sectors by criticality against CC impacts, a CI interdependency

matrix and the chain of socio-economic impacts to the society due to cascading effects.

Additionally, the process itself reported benefits, such as the creation of a collaborative environment
for constructive partnership, learning and trust among the participants.

Once a preliminary version of the guide was created, based on the insights obtained during the
focus group sessions and the literature review, it was pilot-tested with the two cities participating in
the project, since they are to be the final users of the methodology. These cities had the opportunity to
review the guide and use it to carry out a self-assessment of their resilience level. This allowed them to
obtain a qualitative assessment of their capacities to deal with CC-related crises based on the tools
proposed in the guide. This assessment provided the cities with a diagnosis of how resilient they were
and what could be done to improve their resilience.

After the self-assessment, several interviews with the cities’ personnel were carried out with
the objective of analysing important aspects of the guide with regard to its degree of eligibility,
its usefulness and its user-friendliness. In this sense, technicians of the environmental department
of the two cities involved in the development phase were interviewed to get information about the
process itself and about the resulting guide. Moreover, additional interviews with the heads of the
environmental departments of eight towns which had not participated in the development phase were
carried out. The information gathered was used to improve the guide.

4. Results

The main result of this research was a guide to help cities with reflection on the key aspects that
will lead them to develop actions for enhancing their resilience against CC events by focusing on
urban CIs.
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The guide consists of a three-step process. The first step aims at contextualising the characteristics
of the urban area under analysis and the CC related risks to which the urban area is exposed.
The second step is focused on the analysis of urban CI networks, deepening the understanding of
the interrelationships between CIs and the socio-economic consequences in society in cases of CI
disruption. Finally, the last step aims to make a diagnosis of the current resilience level and how to
improve it. The guide proposes the profiles of the stakeholders that should take part in the process to
achieve a successful outcome. For each step a set of questions to be answered are proposed. Those
questions address key issues that the city should take into account to develop its resilience strategy.
To facilitate the process, the guide proposes several activities and tools, which have been designed to
work in detail the aspects of the crisis management system or the CI interdependency relationships in
the city.

By using the guide, the cities will obtain the following outcomes: (1) a set of policies for enhancing
city resilience; (2) greater knowledge about urban CI sectors, their interdependency relationships and
the chain of impacts resulting from cascading effects in the short and long term; and (3) a qualitative
assessment of the city’s resilience level in the CC context.

The three steps proposed by the guide are:

1. Understand the urban context and CC-related crises.
2. Understand urban CI networks, sectors and services.
3. Assess and improve resilience.

Figure 3 describes the guide with the three steps, the activities, the outcomes and the stakeholders
recommended for each step.
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The three steps are described in detail in the following three subsections.

4.1. Step 1: Understand the Urban Context and CC-Related Crises

The first step of the guide consists of defining the limits of the analysis. To that end, the urban
environment must be defined in terms of its physical limits and main characteristics, as described
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below. In addition, critical services and critical assets must be identified. In this sense, CIs inside the
city boundaries must be considered, but so must those that are outside the city’s limits but provide
critical services for the city. This is the case for smaller cities where certain services, like health or
emergency services, are usually provided at the regional level.

In this first step, cities must go through the following set of questions:

(1) Which are the limits of the city? And what is the surrounding environment like?

It is necessary to clearly establish the area of analysis, and the first step is to set the physical
limits of the city. For this purpose, the use of tools based on Geographical Information Systems (GIS)
technology, like cartographic maps, can be useful. Moreover, the surrounding environment must be
detailed. In this sense, the most relevant geographical characteristics of the city and its area of influence
must be described: altitude, coastal and/or river environment, slopes, etc., as those characteristics are
strongly linked to specific climate chains of impacts.

Then, the CIs that provide critical services for the city must be identified; these include the ones
that provide energy, water, communications, health, transportation, etc. In this sense, all the assets and
providers inside the city boundaries should be considered along with those that are outside the city
but provide it with critical services. This could be the case, for example, of dams, electrical substations,
fuel tanks, or in some cases and especially in smaller cities, hospitals or fire stations.

(2) What are the CC impacts on the city?

To adopt effective action against CC impacts it is necessary to understand how CC affects the city
or the region under study. For that reason, an exhaustive risk analysis focused on CC-related risks
must be conducted. Cities must be prepared for both the events with a high probability of occurrence
and the unpredictable events, as CC impacts are associated with a high degree of uncertainty. To that
end, cities can gather information by analysing reports and developing projects that help them to
clarify the effects of CC impacts on their surrounding environment.

(3) How are CC-related crises affecting the city? And how does the city face them?

The objective of this part of the analysis is to understand the capacity of each city to face CC-related
crises, both expected and unexpected, by setting the most significant activities for each of the phases of a
crisis: prevention, response and recovery. For this purpose, focus group sessions should be carried out,
involving multidisciplinary groups of experts to reflect on CC impacts, with the objective of improving
their preparation and identifying the key capacities that will lead them to a successful crisis resolution.
For this purpose, the guide proposes using triggering events such as extreme weather-related events
that represent acute shocks as potential crisis scenarios in addition to analysing scenarios based on
long-term stressors. This would be the case, for example, for the increase in the frequency and severity
of heat waves due to the rise in the average global temperatures.

As a result, the city will identify the set of actions that should be performed in the case of eventual
crises, in addition to information such as who the most relevant stakeholders in crisis resolution are.

To illustrate, Table 2 shows some of the prevention activities identified by the experts during the
focus group sessions, as well as some barriers to their implementation.

The focus group sessions carried out in both cities allowed the cities to become aware of what
they are already doing, and it also alerted them to what they need to improve in order to be better
prepared when crisis strikes.
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Table 2. Prevention activities and barriers to their implementation.

ACTIVITIES BARRIERS

Carry out training and drills.

Lack of political consensus on CC issues.
Politicians do not take expert and CI opinion into
account when legislating.
Lack of knowledge about more sustainable solutions.
Economic issues.
Lack of citizen awareness about CC.

Consider CC criteria in the design and planning of
new installations.

Carry out risk assessment and identify critical points.

Design and implement resilience plans.

Promote CC awareness.

Create a panel of experts to give advice to decision
makers on CC issues, and keep it updated.

4.2. Step 2: Understand Urban CI Networks

The second step of the methodology defines how to carry out the urban CI network analysis.
CIs are very complex systems and highly interdependent [62,63]. Due to the importance of the

service they offer, it is of paramount importance to understand how CC affects CIs, their interdependency
relationships, and the short and long-term consequences of failure.

A structured process for finding out the information consists of answering the following
three questions:

(1) How does CC affect urban CIs?

The guide proposes one exercise to analyse the effect of CC impacts on urban CIs with the objective
of identifying the most critical sectors for the city. For this purpose, experts will work with different
events or crisis scenarios associated with CC impacts, and they should reflect on how this specific CC
scenario can affect different CI sectors. These sectors can be classified according to their criticality for
the city on a scale from 0 (none) to 5 (very high) and by taking into account a specific CC scenario.

To illustrate, Figure 4 shows the results of the study carried out in one of the analysed cities.
On the left is the effect that a severe chain of squalls has on urban CIs and on the right is the effect that
a heat wave has on urban CIs. The numbers represent the average of all the experts’ answers.
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In the case of the extreme weather event, the experts in the workshops agreed that the most
vulnerable sectors are those whose facilities are likely to be affected by such extreme events. The energy
sector was rated especially vulnerable with a score close to 5, due to the exposure of its facilities. In the
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heat wave scenario, the energy sector was not perceived to be particularly vulnerable, as it was given
a value of 1. This scenario rates very highly, however, for the health sector, as heat waves have a
significant impact on vulnerable populations such as the sick, elderly and young children.

This analysis highlights the most critical sectors in terms of CC impacts in the city, and therefore,
the ones that must be considered first in order to minimise the effect of an eventual failure.

(2) What are the interdependency relationships among urban CIs like?

CIs are tightly coupled systems constituting very complex and strongly interconnected networks.
The interdependencies among CIs mean that the failure of one CI can spread to others due to indirect
impacts and cascading effects, aggravating the crisis and ultimately affecting society. Furthermore,
they can be determinant for the recovery phase of one crisis. In this sense, it is necessary to identify the
consequences that the failure of one CI has on the others.

The guide developed proposes using a matrix to analyse the level of interdependencies [38].
The proposed matrix establishes the effect of one CI failure on other CIs, by defining three degrees of
dependency: low, medium and high. Moreover, it is useful to establish a temporal range of autonomy
before the dependency becomes critical. This information is relevant for decision makers in order
to establish appropriate auxiliary measures to limit or completely remove the negative effects of
those dependencies.

Figure 5 shows the sectorial interdependencies matrix resulting from the analysis carried out in
one of the cities under study. All the dependency relationships marked as high in the matrix must be
analysed in depth.
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(3) When CIs fail, what are the consequences that result from cascading effects in the short and in the
long term?

When analysing cascading effects due to CI interdependency, usually the analysis focuses on the
short-term consequences. However, it is necessary to understand how the short-term effects spread to
other sectors in the long-term in CC-related crises.

The guide proposes an exercise to analyse the chains of impacts in the short and in the long term.
The analysis should focus on the most critical sectors that have been already identified. In this case,
the experts will work once again with different events or crisis scenarios associated with CC impacts
but on a specific CI sector, for example the energy sector. They must reflect on the direct and indirect
effects due to the failure of the CI under study on another CI sectors and on society, taking into account
both the short- and the long-term consequences.

This information will lead to more effective crisis management, as preparation and restoration
actions can be identified. Moreover, the acquired knowledge will be useful for identifying the mitigation
and adaptation measures that can be considered in future CI design and planning, introducing a CC
perspective. In this sense, the experts who participated in the sessions proposed ideas like using
materials that perform better in adverse climate conditions in the design of new structures and in
the renovation of existing ones. Other proposals were related to the need for governance and legal
frameworks that promote the development and adoption of mitigation and adaptation actions.
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Figure 6 shows the result of the analysis carried out in one the cities, in which the chain of impacts
on the energy sector due to CC was analysed.

Sustainability 2019, 11, x FOR PEER REVIEW 11 of 18 

ideas like using materials that perform better in adverse climate conditions in the design of new 
structures and in the renovation of existing ones. Other proposals were related to the need for 
governance and legal frameworks that promote the development and adoption of mitigation and 
adaptation actions. 

Figure 6 shows the result of the analysis carried out in one the cities, in which the chain of 
impacts on the energy sector due to CC was analysed. 

 
Figure 6. Chain of impacts on the energy sector classified into short-, medium- and long-term 
impacts. 

In general, the focus group sessions highlighted that cities are more aware of extreme events, 
like hurricanes, than they are of long-term stressors, like the sea level rise or the increase of the global 
temperature average. Moreover, they find it difficult to foresee CC consequences in the long term. In 
any case, to develop effective measures against CC impacts the long term must be taken into account. 

4.3. Step 3: Assess and Improve Resilience 

The third step of the guide aims to answer two relevant questions: (1) How resilient is the city 
against CC? Moreover, (2) how can it be improved? 

To answer these two questions, the guide proposes a framework for assessing city resilience 
against CC considering CIs to be key agents in the resilience-building process. The framework 
consists of 15 policies that were identified in the focus group sessions (W1, W2, W3 and W4), 
explained in methodology section, and then contrasted and complemented with others from existing 
resilience frameworks analysed in the literature review. The policies were classified in the following 
resilience dimensions: preparedness, leadership, technical and cooperation, based on existing city 
resilience frameworks [18] [64–66] and existing CI resilience frameworks [28,29,33]. 

A brief description of the dimensions is provided below.  

• PREPAREDNESS. This dimension refers to the capacity of the city to anticipate and adapt its 
services and functions to future needs. It comprises city and urban CI skills for managing the 
unexpected in terms of knowledge, procedures and technical resources for improving their 
flexibility and adaptive capacity. 

• LEADERSHIP. This dimension refers to city commitment to the resilience-building process and 
its capacity to promote and consolidate the culture, attitude and values based on it. Furthermore, 
it considers the capacity of the city to develop strategies involving all relevant stakeholders in 
the city. City leaders must ensure an accurate and stable legal and operational environment that 
enables and guarantees the adoption and improvement of the resilience policies. 

• TECHNICAL. This dimension refers to the city infrastructures’ strength and capacity for 
adapting to the CC hazard and its impacts, in terms of resisting, absorbing and recovering from 
a triggering event, while guaranteeing the service. In this sense, CIs must carry out effective risk 
management and establish redundancy measures and resources to reduce vulnerabilities as well 

Figure 6. Chain of impacts on the energy sector classified into short-, medium- and long-term impacts.

In general, the focus group sessions highlighted that cities are more aware of extreme events,
like hurricanes, than they are of long-term stressors, like the sea level rise or the increase of the global
temperature average. Moreover, they find it difficult to foresee CC consequences in the long term.
In any case, to develop effective measures against CC impacts the long term must be taken into account.

4.3. Step 3: Assess and Improve Resilience

The third step of the guide aims to answer two relevant questions: (1) How resilient is the city
against CC? Moreover, (2) how can it be improved?

To answer these two questions, the guide proposes a framework for assessing city resilience
against CC considering CIs to be key agents in the resilience-building process. The framework consists
of 15 policies that were identified in the focus group sessions (W1, W2, W3 and W4), explained in
methodology section, and then contrasted and complemented with others from existing resilience
frameworks analysed in the literature review. The policies were classified in the following resilience
dimensions: preparedness, leadership, technical and cooperation, based on existing city resilience
frameworks [18,64–66] and existing CI resilience frameworks [28,29,33].

A brief description of the dimensions is provided below.

• PREPAREDNESS. This dimension refers to the capacity of the city to anticipate and adapt its
services and functions to future needs. It comprises city and urban CI skills for managing
the unexpected in terms of knowledge, procedures and technical resources for improving their
flexibility and adaptive capacity.

• LEADERSHIP. This dimension refers to city commitment to the resilience-building process and its
capacity to promote and consolidate the culture, attitude and values based on it. Furthermore,
it considers the capacity of the city to develop strategies involving all relevant stakeholders in
the city. City leaders must ensure an accurate and stable legal and operational environment that
enables and guarantees the adoption and improvement of the resilience policies.

• TECHNICAL. This dimension refers to the city infrastructures’ strength and capacity for adapting
to the CC hazard and its impacts, in terms of resisting, absorbing and recovering from a triggering
event, while guaranteeing the service. In this sense, CIs must carry out effective risk management
and establish redundancy measures and resources to reduce vulnerabilities as well as to face and
solve crises, both expected and unexpected. This includes having physical assets, staff, skills,
technology, supplies and ensuring reliable and good quality information.

• COOPERATION. This dimension refers to the capacity of the city agents to work together and
set and achieve common purposes. Cooperation must be developed at all levels within the city
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and at the supra-municipal level, involving agents belonging to the public, private and social
spheres. In this dimension, policies to promote effective collaboration and agreements among all
city agents with the objective of enhancing city resilience can be found. Moreover, actions that
promote strategic alliances with other cities and lead to the creation of resilient cities networks
must be carried out.

The proposed framework provides a qualitative assessment of resilience by evaluating the degree
of implementation of the resilience policies. Assessment gives cities the opportunity to analyse
their current situation and identify opportunities and challenges supporting the development of
resilience-strengthening strategies.

Table 3 shows the resilience policies organised on the four resilience dimensions.

Table 3. Resilience policies.

RESILIENCE
DIMENSION

POLICIES
STAGE

E M A C P

PREPARATION

P1
To evaluate risks and to identify critical
elements, both physical assets and management
processes.

P2 To ensure the preparation of crisis managers
and public and private agents.

P3 To define, improve and update the crisis
management plans.

P4 To have adequate equipment and resources to
face and solve crises.

P5 To analyse previous crises and share the
knowledge with other cities.

P6 To develop activities for natural environment
monitoring.

LEADERSHIP

L1 To lead the resilience-building process against
CC being an example for the citizenry.

L2

To adapt the regulations and standards to the
real needs and realities applying CC criteria
(energy, infrastructures, urban
development, etc.).

L3 To carry out activities to generate awareness in
and commitment from all the city agents.

TECHNICAL

T1 To ensure the reliability of the urban
infrastructures.

T2 To renew and improve existing infrastructures
by introducing CC criteria.

T3 To manage CIs interdependencies at the
sectorial and local levels.

COOPERATION

C1 To encourage cooperation and solidarity among
citizens to better face crises.

C2 To set collaboration agreements with CI
providers to face CC.

C3 To establish appropriate communication
channels and people responsible for them.

To help practitioners evaluate each policy, a path with five stages is proposed, the stages being:
(1) emerging, (2) moderate, (3) advanced, (4) consolidated and (5) proactive.
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A brief description of each stages is provided below.

• EMERGING (E): The city is aware of the need, but they do not know how to operationalise it.
In the emerging stage, the policies are based on basic risk assessment without considering a
multi-hazard approach. Preparedness for CC impacts on the urban environment, and specifically
on CIs, is still incipient. Protocols and procedures for crisis management are basic and have been
developed at the sectorial level and with little to no coordination. CC is not considered in urban
planning or in CI renovation and construction. The city has little knowledge about the CIs and
their interdependency relationships. Coordination and cooperation among the city stakeholders
are defined only for specific actions.

• MODERATE (M): Basic measures according to regulations are implemented. The objective of the
actions is to reach the minimum targets (i.e., risk assessment, CO2 emissions, etc.). Policies at the
moderate stage start to introduce the resilience approach. In this sense, risks are considered from
a more holistic approach taking into account CC impacts. Moreover, the knowledge about critical
services is improved but still lacking an overall view of the urban CIs and their interdependencies.
Punctual actions to face CC are carried out at the sectorial level, although specific local regulation
for CC does not exist. Cooperation among stakeholders is being formalised to face specific threats.

• ADVANCED (A): The actions carried out are coordinated with other policies and departments
within the city government. In the advanced stage, the city understands the main risks, including
CC-related threats, in a holistic manner but still lacks integrated plans and preparation activities,
especially with regard to urban CIs. The city is developing CC adaptation plans, mainly in the
environmental department, and considering a CC perspective in their urban planning. The city
has improved its knowledge about CI interdependency relationships at the sectorial level. The city
government, urban CIs and other relevant stakeholders establish cooperation agreements for
CC-related issues.

• CONSOLIDATED (C): The actions carried out are coordinated within the city government as
well as with CI providers and other relevant city stakeholders. In the consolidated stage, the city
has developed coordinated plans to face risks from a multi-hazard approach in some specific
situations. Those plans consider the urban CIs and other relevant stakeholders. The city is
developing its resilience strategy and has CC adaptation action plans, but they are not aligned.
The city has developed plans to build a CC perspective in the renovation and design of urban CIs.
The city understands CIs interdependency relationships at the sectorial level, and in the most
critical cases, at the local level. The city jointly develops its resilience plan with urban CIs and
other relevant stakeholders.

• PROACTIVE (P): Policy development and improvement is promoted in a proactive manner among
all the agents involved. In the proactive stage, the city has a resilience strategy that integrates other
specific strategies such as CC plans. The city understands and manages the interdependencies of
the CIs at the sectorial and local levels. Moreover, the interdependencies are managed beyond the
city boundaries. The integration and coordination among all the relevant stakeholders, the city
government, the CIs and other groups of interest are complete at the local level and coordinated
with other relevant stakeholders at the regional level.

The proposed framework has been used to assess the resilience level of the cities that participated
in the project (see Figure 7). In order to self-assess their resilience level, they evaluate the level of
implementation of each policy taking into account the five stages proposed within this guide.
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The assessment results allow cities to see how resilient they are against CC, in addition to
identifying the areas of improvement for each dimension.

Based on the results, it can be seen that City 1 has a higher resilience level than City 2, as the
degree of implementation of the resilience policies is, in general, bigger in City 1 than in the City
2. This is due to the fact that the bigger city, City 1, has more resources and more autonomy than
the smaller one, City 2. In this sense, City 1 is familiar with the concept of resilience and already
has a CC adaptation action plan, as can be seen in the values of the policies for the leadership and
preparation dimensions. Moreover, they have carried out projects to understand their urban CIs and
their interdependencies, as the technical dimension analysis shows. In contrast, for City 2 resilience
is a new approach, and although they are aware against CC impacts, they are starting to design
their strategy to deal with its effects, as can be seen in the analysis of the leadership and preparation
dimensions. In the case of City 2, the technical dimension analysis reflects the fact that they have little
knowledge about the CI sectors and their interdependencies, being a simply user-provider relationship.
In the cooperation dimension, both cities have a big area of improvement, being bigger in the case of
the smaller city. In this sense, the participants of City 2 pointed out that cooperation at different levels
was paramount for them to solve crises, as they depend on external resources at the regional level.
The study reflects this situation and suggests that for smaller cities the resilience strategy might need to
be developed at the county or regional level to be more effective, considering a group of municipalities.

5. Discussion

CC represents a global challenge that must be addressed also on a local scale. In this sense, cities
are adopting resilience-based strategies to better deal with CC impacts. However, policy makers and
planners still have limited tools and knowledge for bringing resilience into action and effectively
planning for a changing climate. This fact becomes even more challenging when the focus is on CI
sectors, as they provide services of public interest but belong to or are operated by private companies.

The proposed guide is intended to be a starting point for cities to enhance their resilience level
against CC. The guide poses that, for developing a resilience strategy, it is necessary to have in-depth
knowledge of the city environment, including urban CIs, in addition to having better knowledge about
the urban CI networks and their interdependency relationships.

The analysis carried out highlights that this complexity must be managed in a holistic manner.
Moreover, it demonstrates that when talking about CIs and CC impacts, city boundaries are not as
clear, given that some of the critical services can be provided from outside the city. For that reason,
local resilience strategies must be aligned with others at the regional level.
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In this context, the guide provides several steps, activities and tools that can be used to analyse
and develop the city resilience strategy. Moreover, it proposes the stakeholders that should participate
in the process in order to be successful.

Several conclusions are extracted based on the results obtained in case studies of both cities.
The two CC-related case studies highlighted that the magnitude of a crisis is perceived in terms of
the resources or help needed. It is worth noting that the policies identified were different in both
case studies. While bigger cities have their own resources to face crises, smaller cities depend on the
collective use of resources. In this sense, one recurring idea was that cooperation and coordination,
including citizen participation, is always an important issue and paramount for small towns.

The capacity to anticipate event occurrence is important. In this sense, historical data about
weather-related indicators such as temperatures, precipitation data, water levels for rivers and dams
and quality parameters for water and air acquires great relevance. Moreover, the experts highlighted
the need to have proper indicators and reliable information to monitor and anticipate potential crises.
In this sense, further research is needed.

Preparation is mandatory for dealing with CC-related crises. Activities promoting awareness
about CC and effective actions to deal with CC, like education, training, lessons learned management
and continuous improvement, are key to enhancing the resilience level of urban CIs. Furthermore,
the CC perspective must be included in the planning of new infrastructures. For that reason, both the
public and private sectors should consider more sustainable solutions in new infrastructure design.
In this way, the main barriers identified by the experts in the workshops were a lack of political
consensus and policy continuity, and the perception that the adoption of these practices will result in
more expensive solutions.

In the interdependency analysis, the workshops showed that the CI experts are more aware of
their own dependencies than the ones they generate. Thus, it is necessary to work harder to understand
the long-term impacts derived from the interdependency relationships among CIs. Furthermore,
the experts found it difficult to establish a time range for the criticality of the dependency, since
the analysis has been sectorial. In this sense a more detailed analysis is needed, one that takes
into account specific assets in order to set appropriate alternatives in case of failure and to improve
infrastructure design.

CC does not affect every CI in the same way. Some are more vulnerable to certain sudden events,
like extreme events, but others are more sensitive to long-term stressors, which are difficult to predict
at the moment due to the uncertainty of CC projections. Further research is needed related to tools
and methodologies that help to dismiss the effect of the uncertainty in order to develop more effective
resilience strategies.

6. Conclusions

CC entails a huge challenge on a global scale as it is critical for urban environments. In this sense,
cities are investing resources, money and time in developing mitigation, adaptation and resilience
strategies. In the urban context, CIs play a major role in guaranteeing society’s welfare. CC impacts
must be taken into account both in terms of protection and adaptation of existing CIs and when
planning the city of the future. This fact represents a big challenge as CI networks belong to or are
operated, in most of the cases, by private companies. For that reason, the involvement of all the
stakeholders during the co-creation process is of paramount importance to guarantee that the strategies
include all the interests, needs and points of view.

Operationalising resilience is not an easy task. The guide presented here aims to help cities in the
reflection process that identifies key issues for improving their resilience against CC. In this sense, cities
will be better prepared to face CC-related crises. Moreover, it considers urban CIs to be key agents for
building city resilience. In this sense, knowledge about urban CI networks and their interdependencies
acquires relevance in the resilience strategy.
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The guide represents a starting point and a reference for developing and establishing a resilience
strategy by providing cities with a framework to assess and improve their resilience level against CC
by considering urban CI.

In conclusion, CC represents a huge challenge, right now and for the future. In a changing
environment where there is a high degree of uncertainty and unpredictability, resilience-based strategies
are an opportunity to increase cities’ capabilities to deal with current and future crises and to move
towards a more sustainable future.
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